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(57)Abstract: 

PROBLEM TO BE SOLVED: To make a copy free and to 
simultaneously realize copyright protection also. 

SOLUTION: For instance, when a book of copy tickets is purchased 
from a music distribution center server 13 by a terminal 12A with 
credit payment, the server 13 stores the book of copy tickets into an 
exclusive reproducing machine 11A connected to the terminal 12A, 
and selects the musical data with the terminal 12A, and sends an 
terminal ID to the server 13, and when the necessary procedures for 
a purchase are performed, the server 13 sends the digital musical 
data that the terminal ID is put in the header to the terminal, and 
subtracts the book of copy tickets in the reproducing machine 11 A. 
The reproducing machine 11A performs music reproduction only when 
the terminal ID in its memory coincides with the terminal ID between 
the headers of the musical data. 
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Japanese Publication for Unexamined Patent Application 
No. 99010/2000 (Tokukai 2000-99010) 

A. Relevance of the Above-identified Document 

This publication discloses prior art as 
technological background of the present invention. 

B. Full Translation of the Document 

(54) [Title of the Invention] Method of Distributing 
Music Via Communications Network, and Device and 
Program Recording Medium Thereof 
(57) [Abstract] 

[Object] To provide a method of distributing music via 
communications network, and a device and a program 
recording medium thereof, which are capable of making 
unlimited copies of data while protecting copyrights. 
[Means to Solve the Problem] When a user using a 
terminal 12 purchases copy coupons from a music 
distribution center server 13, and pays for that by 
credit card, then the server 13 stores the coupons in a 
reproduction-only machine 11 which is connected to the 
terminal 12 . When the user takes steps of purchasing 
music data by selecting the desired music data and 
sending the terminal ID to the server 13 through the 
terminal 12, then the server 13 sends back digital 
music data having the terminal ID within a header to 
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the terminal, thereafter subtracting the used copy 
coupon from the copy coupons stored in the 
reproduction-only machine 11. The reproduction-only 
machine 11 plays the music only when the terminal ID in 
the memory of the reproduction-only machine 11 and the 
terminal ID contained in the header of music data are 
identical. 

[Claims] 

[Claim 1] A server device which transmits digital music 
data via a communications network, comprising: 

i) communications means for communicating with a 
reproduction-only machine via the communications 
network; 

ii) compressing means for compressing said digital 
music data; 

iii) storage means for storing a program which executes 
at least a job of adding header information to the 
compressed digital music data, the header information 
including at least a reproduction-only machine ID, a 
music data ID and a digital copy management flag, and a 
job of transmitting said digital music data having the 
header information added thereto to the reproduction- 
only machine via the communications network; and 

iv) control means for controlling the execution of 
said program and the respective operation of said 
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means. 

[Claim 2] The server device set forth in Claim 1, 
further comprising encryption means for encrypting at 
least said header information. 

[Claim 3] The server device set forth in Claim 1 or 2, 
wherein said program including the steps of: upon 
receipt of the reproduction-only machine ID, the music 
data ID and a request for purchasing a reproduction 
license from the reproduction-only machine, creating 
header information, which includes at least the 
reproduction-only machine, the music data ID and the 
digital copy management flag, as reproduction license 
information, and transmitting said reproduction license 
information to said reproduction-only machine via the 
communications network. 

[Claim 4] The server device set forth in Claim 1 or 2, 
wherein said program further includes the step of 
storing, when copy coupons are purchased, the purchased 
copy coupons in the reproduction-only machine. 

[Claim 5] A reproduction-only machine which receives 
digital music data having at least a reproduction-only 
machine ID, a music data ID and a digital copy 
management flag added thereto via a communications 
network, comprising: 

i) connection means for connecting to a reproduction- 



Tokukai 2000-99010 


Page 4 

only machine which reproduces the digital music data; 

ii) storage means for storing a program which executes 
at least a job of receiving the digital music data 
having said header information added thereto from a 
server device and storing the received data in a 
storage device, a job of extracting the digital copy 
management flag from said header information added to 
said digital music data, and a job of, when said 
digital copy management flag is in a 'copying is 
available' state, copying said digital music data 
having said header information added thereto to said 
reproduction-only machine; and 

iii) control means for controlling the execution of 
said program and the respective operation of said 
means. 

[Claim - 6] The reproduction-only machine set forth in 
Claim 5, wherein said program includes the steps of: 

purchasing copy coupons through said server 
device; 

changing said digital copy management flag to a 
'copying is not available' state after copying; 

subtracting the used copy coupons from the copy 
coupons stored in said reproduction-only machine after 
copying; and 

updating a copying record. 
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[Claim 7] The reproduction-only machine set forth in 
Claim 5, wherein said program includes the steps of: 

notifying purchase of a reproduction license 
including a music data ID to said server device when 
receiving from said reproduction-only machine a 
notification that the terminal ID of said reproduction- 
only machine and a reproduction-only machine ID 
included in said header information are not identical,- 

performing a charge process in accordance with 
said purchase of the reproduction license; and 

replacing header information which was received 
from said server device with said header information 
added to the digital music data. 

[Claim 8] A reproduction-only machine which receives 
digital music data having header information added 
thereto, the header information including at least a 
reproduction-only machine ID, a music data ID and a 
digital copy management flag, and reproduces the 
received digital music data, the reproduction-only 
machine comprising: 

i) receiving means for receiving the digital music 
data which is compressed; 

ii) decoding means for decoding the compressed digital 
music data; 

iii) reproducing means for reproducing the decoded 
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digital music data; 

iv) a terminal ID previously stored in storage means; 

v) said storage means for storing a program which 
executes at least a job of receiving said digital music 
data having said header information added thereto and 
storing the received digital music data in said storage 
means, a job of extracting the reproduction-only 
machine ID from said header information added to said 
digital music data and comparing the extracted 
reproduction-only machine ID with said terminal ID, and 
a job of decoding and reproducing the compressed 
digital music data by said decoding and reproducing 
means, respectively, when said reproduction-only 
machine ID and said terminal ID are identical; and 

vi) control means for controlling the execution of 
said program and the respective operation of said 
means. 

[Claim 9] A music data sale machine which either 
receives digital music data having header information 
added thereto, the header information including at 
least a reproduction-only machine ID, a music data ID 
and a digital copy management flag, via a 
communications network, or holds the digital music data 
in its own database, the music data sale machine 
comprising: 
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i) display means for displaying a list of the digital 
music data; 

ii) input means for inputting by specifying the 
desired digital music data; 

iii) connection means for connecting to a reproduction- 
only machine which reproduces the digital music data; 

iv) storage means for storing a program which executes 
at least a job of extracting said digital copy 
management flag from said header information added to 
the music data which is specified as a purchase, and a 
job of copying said digital music data having said 
header information added thereto to said reproduction- 
only machine when said digital copy management flag is 
in a 'copying is available' state; and 

v) control means for controlling the execution of 
said program and the respective operation of said 
means. 

[Claim 10] A recording medium having a program recorded 
therein, the program which is to be executed by a 
computer of a reproduction-only machine which receives, 
via a communications network, digital music data having 
header information added thereto, the header 
information including at least a reproduct ion-only 
machine ID, a music data ID and a digital copy 


management flag. 
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wherein said program executes at least a job of 
receiving said digital music data having said header 
information added thereto from a server device and 
storing the received digital music data in a storage 
device, a job of extracting said digital copy 
management flag from said header information when a 
request for copying is made, and a job of copying said 
digital music data having said header information added 
thereto to said reproduction-only machine when said 
digital copy management flag is in a 'copying is 
available' state. 

[Claim 11] The recording medium set forth in Claim 7, 
which checks whether a capacity for storing said 
digital music data is available in said reproduction- 
only machine, and if available, causes said computer to 
proceed to the execution of a job of extracting said 
flag. 

[Claim 12] A recording medium which records a program 
causing a computer of a reproduction-only machine to 
execute jobs of: 

storing compressed digital music data having 
header information added thereto in storage means after 
receiving the compressed digital music data; 

extracting a reproduction-only machine ID from 
said compressed digital music data having said header 
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information added thereto; 

comparing said extracted reproduction-only machine 
ID with a terminal ID which is stored in said storage 
means; 

decoding said compressed digital music data when 
said comparison shows that said IDs are identical; and 
reproducing said decoded music data. 

[Claim 13] A digital copy management method, wherein: 

desired music data for purchase is selected 
through a reproduction-only machine, 

a request for purchase of said selected music data 
is made by sending a music data ID of said selected 
music data and a reproduction-only machine ID of said 
reproduction-only machine to a server device, 

said server device, upon receipt of said request 
for purchase, investigates whether said reproduction- 
only machine is authorized, 

when the investigation shows that said 
reproduction-only machine is authorized, said server 
device creates digital music data having header 
information added thereto, the header information 
including said reproduction-only machine ID, said music 
data ID and a digital copy management flag, and 

said server device sends said digital music data 
having the header information added thereto to said 
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reproduction-only machine. 

[Claim 14] A digital copy management method, wherein: 

when, through a reproduction-only machine, music 
data is selected, and a request for copying said 
selected music data is made, 

a digital copy management flag in header 
information which is added to said music data is 
extracted, 

when said digital copy management flag is in a 
'copying is available' state, said music data having 
said header information added thereto is sent to a 
reproduction-only machine connected to said 
reproduction-only machine, and 

said digital copy management flag is changed to a 
'copying is not available' state. 

[Claim 15] A digital copy management method, wherein: 

when, through a reproduction-only machine, music 
data is selected, and a request for copying said 
selected music data is made, 

a digital copy management flag in header 
information which is added to said music data is 
extracted, 

when said digital copy management flag is in a 
'copying is available' state, said music data having 


said header information added thereto is sent to a 
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reproduction-only machine connected to said 
reproduction-only machine, and 

one copy count is subtracted from available copy 
counts. 

[Detailed Description of the Invention] 

[ 0001 ] 

[Field of the Invention] The present invention relates 
to a method, device and program recording medium 
capable of selling music data via a communications 
network and protecting a copyright of the music data. 
[ 0002 ] 

[Prior Art] A conventional sales form adopted in 
selling digital'music data via a communications network 
is such that data of only one tune at a time is 
downloaded to a PC (Personal Computer) so as to be 
reproduced by the PC. Here, digital copying is freely 
performed, and a copyright is not protected at all. 
Alternatively, other sales forms taking copyright 
protection in consideration include: a sales form 
utilizing electronic watermark technology for 
protection, whereby copyright information is 
incorporated into data itself; a sales form which 
forbids digital copying and limits data reproduction to 
that by a PC which is exclusively used therefor; and a 
combination of any of. these. Consequently, there was 
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no such music distribution system that makes good use 
of characteristics of the digital data, and is a fusion 
of the foregoing sales forms capable of ensuring user's 
convenience and protecting copyrights. 

[0003] Meanwhile, in the field of audio products (MD, 
DAT, etc.), digital-digital copying is allowed only 
once by an SCMS (serial copy management system) in view 
of hardware, thus lacking user's convenience. Further, 
as far as copyright protection is concerned, a copy of 
data can be protected by the SCMS from being let out. 
However, what music data was actually copied is not 
managed at all, and simply adopted is a system to levy 
a payment on recording media. Consequently, copyright 
loyalties cannot accurately be levied. 

[0004] Recently, in an attempt to make improvements, 
there has been introduced a system capable of levy in 
accordance with use frequency. This can be used for 
the overall digital contents, and is not designed 
particularly for music data. IEEE 1394 unified its 
standard with respect to communication of contents 
between different devices. This, however, basically 
aims at preventing illegal duplication, and therefore 
fails to be an overall solution to the problems that 
obstructs realization of music distribution services 


using the network. 
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[0005] 

[Problems To Be Solved By The Invention] An object of 
the present invention is to provide a method, device 
and program recording medium which are capable of 
ensuring user's convenience in terms of making good use 
of characteristics of digital data which allows 
unlimited copying, while attaining copyright protection 
which tends to be a problem to music data providers. 
[0006] 

[Means To Solve The Problems] The present invention is 
attained by a digital copy management method suitable 
to music sale via network, which realizes a music sale 
system for a music data sale via communications 
network, the system made up of an exclusive data format 
suitable for the music data sale via communications 
network, a music distribution center server compatible 
with the format, a terminal having software exclusively 
used for digital copying, and a reproduction-only 
machine. 

[0007] 

[Embodiment] Prior to specifically explaining the 
processes of sections, the flow of the overall 
processes will be explained. Figure 1 shows an example 
of the form of a system in the case where a secondary 
use charge is levied before copying. A reproduction- 
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only machine 11A is connected to a user terminal (PC: 
personal computer) 12A, and the terminal 12A is 
accessible via a communications network 21 to a music 
distribution center server 13 and various charging 
server 18 handling payment by credit card, etc. The 
music distribution center server 13 is accessible to a 
music registration center / copyright management center 
19 with or without a network 21 provided in-between, 
and is also accessible to a music data sale-only 
machine 22. 

[0008] (1) A user, using the terminal 12A, purchases 

copy coupons from the music distribution center server 
13, where the user pays for them to the various 
charging server 18 by a method normally available on 
the Internet, such as by credit card. (2) The copy 
coupons thus purchased are stored in the reproduction- 
only machine 11A. (3) The user selects music data, and 

takes purchasing steps with respect to the music 
distribution center server 13. (4) The music data in 

an exclusive data format is downloaded to the terminal 
12A. (5) The downloaded music data is stored in the 

reproduction-only machine 11A, and the used copy coupon 
is subtracted from the copy coupons. 

[0009] (6) In the case of copying the music data to 

another reproduction-only machine 11B, the music data 
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is first copied to the reproduction-only machine 11B, 
then, the used copy coupon is subtracted, and a copying 
record is updated. (7) When a terminal 12B which is 
connected to the reproduction-only machine 11B accesses 
the music distribution center server 13, the copying 
record is notified to the center server 13. (8) In the 
case of purchasing music data from the music data sale- 
only machine 22, a reproduction-only machine 1-1C is 
connected to, or mounted on, the sale-only machine 22, 
then, copy coupons are purchased, or a payment is 
directly made in cash or by credit card. (9) The copy 
coupons are stored in the reproduction-only machine 
11C. ( (10) Music data is selected, and steps for 
purchase are taken. (11) The music data in an 
exclusive data format is stored in the reproduction- 
only machine 11C, then, the used copy coupon is 
subtracted. 

[0010] (12) When the reproduction-only machine 11C is 
connected to the sale-only machine 22, copying record 
information of the reproduction-only machine is 
collected by the sale-only machine 22. (13) When the 
sale-only machine 22 is connected to the center server 
13, the copying record is notified to the center server 
13 . Figure 2 shows an example of the form of a system 
which levies a secondary use charge after copying. 
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where components having the same functions as those 
shown in Figure 1 are given the same reference 

numerals. 

[0011] (1) A user selects music data, and sends a 

purchase notification from a terminal 12A to a music 
distribution center server 13. 

(2) The music distribution center server 13 downloads 

the music data in an exclusive data format to the 

terminal 12A. 

(3) The terminal 12A, using digital-copy-only software, 
copies the music data to the reproduction-only machine 
11A or 1 IB connected to the terminal 12A. Here, the 
reproduction-only machine 11B is selected in the case 
where the copy is not reproducible. 

[0012] (4) The terminal 12B to which the reproduction- 

only machine 11B is connected takes a step of 
purchasing a license to reproduce music data with 
respect to the music distribution center server 13, and 

a payment therefor is made to the various charge 

settlement server 18. 

(5) In response to this, the music distribution center 
server 13 downloads the license to reproduce to the 
terminal 12B. The license to reproduce is in turn 
downloaded to the reproduction-only machine 11B, 
thereby allowing the reproduction-only machine 11B to 
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reproduce music data. 

[0013] (6) The user connects the reproduction-only 

machine 11C to the music data sale-only machine 22 so 
as to select music data, then, takes a step of 
purchasing the music data. 

(7) Then, the music data sale-only machine 22 per se 
downloads the music data in an exclusive data format to 
the reproduction-only machine 11C. One content- 

equivalent portion of the exclusive data format of 
music data has a data structure as shown in Figure 3A 
for example, which portion is made up of a header 
portion 16H and a contents data portion 16C. The 
header portion 16H includes a user terminal ID storing 
portion 16a, a music data publisher ID storing portion 
16b, a contents (music data) ID storing portion 16c, 
the contents being stored in the contents data portion 
16C, a digital copy level flag (copy management flag) 
storing portion 16d, a title information storing 
portion 16e, and an additional information, etc. 
storing portion 16f. The contents data portion 16C is 
made up of a contents data storing portion 16g, the 
contents data being music data, etc. 

[0014] In a memory within a reproduction-only machine 
11 is stored an exclusive data format 16 and the like, 
for example, as shown in Figure 3B. A common header 
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portion 17H includes a terminal ID storing portion 17a, 
the terminal ID as being a public key, a scramble ID 
storing portion 17b, the scramble ID as being a secret 
key, a stored contents number storing portion 17c, an 
available (blank) area information storing portion 17d, 
an available copy count (copy coupon) storing portion 
17e, a copying record storing portion 17f, and an 
additional information, etc. storing portion 17g. The 
copying record storing portion 17f stores a contents ID 
(CID) , the copy count and a date on a contents-by- 
contents basis. Namely, the common header portion 17H 
manages the overall music data. In the data portion 
17D, respective contents in the exclusive data format 
16 are stored one after another. 

[0015] The following will describe specific processes. 
First., the flow of a music data purchasing process will 
be indicated with reference to Figures 4, 5 and 6, 
where explanation will be made through two cases. One 
case is such that a secondary use charge is levied 
before copying, and the other is that the secondary use 
charge is levied after copying. 

(1) In the case of the system in which the secondary 
use charge is levied before copying 

Here, first, copy coupons should be purchased and 
stored in the reproduction-only machine 11 in advance. 
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In order to purchase the copy coupons, the 
reproduction-only machine 11 is kept connected to a PC 
12. When, on the Web (a system allowing anyone to 
freely access information in a computer connected to a 


computer 

network), a 

user selects a copy 

coupon 

purchase 

screen (Figure 

7, SI) , a 

copy coupon 

issuing 

process 

program 13 f of 

the music 

distribution 

center 

server 

13 refers to 

a fixed 

region inside the 


reproduction-only machine 11, where the copy coupons 
are stored, thereafter displaying the current balance 
on the Web screen (S2). In the case of newly 

purchasing additional copy coupons, the desired copy 
coupons are selected (S3) , settlement made in various 
manners, such as settlement by credit card, is carried 
out. Accordingly, the process of purchasing the copy 
coupons is performed by a processing program 13g (S4) . 

After the settlement, the user can check if the total 
number of copy coupons available is increased on the 
Web (S5). Further, the copy coupons can be referred to 
by an available copy coupons referring program 12d 
which is digital copy only software. The music data 
purchasing process can be performed after purchasing 
the available copy coupons. The digital copy only 
software in the PC 12 includes a digital copy 
management program 12b, a reproduction license purchase 
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process program 12c, an available copy coupon reference 
process program 12d and the like. 

[0016] In the case where a user presses a trial 
listening button on the menu while referring to music 
data through a WWW browser 12d of the terminal (PC) 12 
(Figure 8, SI), sample music data which is previously 
stored is downloaded from the music distribution center 
server 13 to the PC 12 (S3), and the user can listen to 
the downloaded music for trial in the PC 12 (S4) . 
Here, in the case where the user proceeds to a music 
data purchasing process, he/she selects the desired 
music data (S5), then inputs his/her terminal ID (ID of 
the reproduction-only machine 11) manually, or in the 
case where the reproduction-only machine 11 is 
connected to the PC 12, the user retrieves the terminal 
ID stored in the reproduction-only machine 11 by using 
the digital copy only software (S6), thereafter 
pressing a purchase button on the screen (S7). 

[0017] The music distribution center server 13 which 
received a request for purchase (Figure 9, SI) checks 
whether the terminal ID is the authorized ID by using a 
terminal authentication program 13a (S2). If the 
authentication turns out to be OK, data is created by 
an exclusive data format creation program 13b (S3), and 
the created data is stored in a DB (database) 15 (S4) . 
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While doing so, the available copy coupon settlement 
program 13g checks how many copy coupons are available 
in the reproduction-only machine 11 (S5). After a 
coupon subtracting process (S6), the created data 
stored in the DG 15 is encrypted and downloaded to the 
terminal 12 from which the request for purchase is made 
(S7) . Further, a copyright information management 
program 13d performs necessary processing for copyright 
information management, such as updating a purchase 
record, at the same time (S8) . The flow of purchasing 
processes has been explained. 

[0018] The following will describe the process for 
copying the purchased music data to the reproduction- 
only machine 11 with reference to Figure 5. Basically 
adopted is a transmission method in accordance with the 
encryption method the system uses. In the case of 
public key encryption, one reproduction-only machine 11 
is associated with one PC 12 (1:1 association). In the 
case of common key encryption, the reproduction-only 
machine 11 and the PC 12 are in 1:N association. In 
the case of the public key encryption, the terminal ID 
is used as the public key, and the scramble ID thereof 
is used as the secret key. In order to do so, only 
when the reproduction-only machine 11 having the 
terminal ID used for purchase is connected to the PC 
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12, the scramble ID is retrieved out of the 
reproduction-only machine 11 by the PC 12. This 
enables the encrypted music data to be decoded, and the 
music data in the memory of the reproduction-only 
machine 11 to be erased, moved to a terminal and 
edited. The edition includes copying, etc. Here, 
using the digital copy management program 12b of the 
terminal (PC) 12, a list of the purchased music data, 
and music data which is stored in the memory of the 
reproduction-only machine 11 are referred (Figure 10, 
SI). Next, the music data to be copied to the 
reproduction-only machine 11 is selected (S2) . When a 
copy button on the screen is pressed (S3), a memory 
capacity of the reproduction-only machine 11 is checked 
if it is sufficient for copying (S4) . If OK, the 
digital copy management program 12b checks a digital 
copy level flag 16d in the header portion of the 
exclusive data format 16 (S5) . If a copy can be made, 

the data is copied to the reproduction-only machine 11 
(S6) . Here, in the case where a copy can be made only 
once, . the flag I6d is changed to a 'copying is not 
available' state (S7), thereafter performing copying. 
Copying is not performed when the flag 16d is in the 
'copying is not available' state. Copying is such that, 
the exclusive data format 16 is copied based on the 
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music data storage format (Figure 3B) for storage in 
the reproduction-only machine 11. 

[0019] Edition of the music data (contents) stored in 
the memory of the reproduction-only machine 11, such as 
deletion, etc., can also be performed. Further, in the 
case of the common key encryption, since it is 1:N 
association, the data can be copied to a different 
reproduction-only machine 11B. In that case, the flow 
of copying processes are similar to that of the common 
key encryption. Namely, in the case of performing 
copying to the different reproduction-only machine 11B, 
where copying is possible after digital copy level is 
checked, the used copy coupon is subtracted from the 
copy coupons stored in the copy-destination, 
reproduction-only machine 11B by using the available 
copy coupon settlement program 12e, thereafter copying 
data. Here, a copying record is managed by the digital 
copy only software, which record is notified to a 
center 13 when the PC 12 accesses a network 21. 

[0020] The following will describe the flow of copying 
processes between a reproduction-only machine 11A and a 
reproduction-only machine 11B. The transmission method 
to be adopted here is decided in accordance with an 
encryption method. In the case where the data is 
copied to the different reproduction-only machine 11B 



Page 24 


Tokukai 2000-99010 


when a digital copy level flag 16d shows a ' copying is 
available' state, the available copy coupon management 
section llg performs subtraction so that the copy 
coupon is subtracted from those stored in the copy- 
destination, reproduction-only machine 11B, thereafter 
copying the data. In that case, a copying record is 
managed by the copy-destination reproduction-only 


machine 11B, which data 

is 

notified 

to 

the center 

13 

when the user accesses 

the 

network 

21 

through the 

PC 


12 . 

[0021] The following will describe a music data 
reproduction process with reference to Figure 11 . 
After selecting music by the reproduction-only machine 
11 (SI) , when an instruction is given to reproduce the 
music (S2) , a terminal ID stored in a memory 11a of an 
ID authentication section lib and a terminal ID 16a 
stored in the header portion are checked together (S3). 
If the result of check is OK, the compressed music data 
is decoded in a compressed music data decoder section 
11c (S4) , and based on the decoded data, a music 
reproduction section lid plays the music (S5). 

[0022] A music data management control section lie in 
the reproduction-only machine 11 manages music data in 
the memory 11a as well. 

(2) In the case of the system in which a secondary use 
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charge is levied after copying 

When a user presses a trial listening button on 
the menu while referring to music data through the WWW 
browser 12a of the terminal (PC) 12, sample music data 
which is previously stored is downloaded to the PC 12, 
and the user can listen to the downloaded music for 
trial in the PC 12. Here, in the case where the user 
proceeds to a music data purchasing process, he/she 
selects the desired music data, then inputs his/her 
terminal ID manually, or in the case where the 
reproduction-only machine 11 is connected to the PC 12, 
the user retrieves the terminal ID stored in the 
reproduction-only machine 11 by using the digital copy 
only software, thereafter pressing a purchase button on 
the screen. 

[0023] The music distribution center server 13 which 
received a request for purchase checks whether the 
terminal ID is the authorized ID by using the terminal 
authentication program 13a. If the authentication 
turns out to be OK, the user is allowed to proceed to a 
various-charge process. While doing so, data is 
created by an exclusive data format creation program, 
and the created data is stored in the DB 15. The 
created data thus stored is downloaded to the terminal 
12 from which the request for purchase was made, where 
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a transmission method is determined in accordance with 
an encryption method. Further, the copyright 
information management program 13d performs necessary 
processing for copyright information management, such 
as updating a purchase record, at the same time. The 
flow of purchasing processes has been explained. 

[0024] The following will describe the process for 
copying the purchased music data to the reproduction- 
only machine 11 with reference to Figure 5. Basically 
adopted is a transmission method in accordance with the 
encryption method the system uses. In the case of 
public key encryption, one reproduction-only machine 11 
is associated with one PC 12 (1:1 association). In the 
case of common key encryption, the reproduction-only 
machine 11 and the PC 12 are in l:N association. In 
the case of the public key encryption, only when the 
reproduction-only machine 11 having the terminal ID 
used for purchase is connected to the PC 12, edition by 
means of PC becomes possible. Here, using the digital 
copy management program 12b of the terminal (PC) 12, a 
list of the purchased music data, and music data which 
is stored in the •memory of the reproduction-only 
machine 11 are referred to. Next, the music data to be 
copied to the reproduction-only machine 11 is selected. 
When a copy button on the screen is pressed, a memory 
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capacity of the reproduction-only machine is checked. 
If OK, the digital copy management program 12b checks 
the digital copy level flag 16d in the header portion 
of the exclusive data format 16. If a copy can be 
made, the data is copied to the reproduction-only 
machine 11. Here, in the case where a copy can be made 
only once, the flag 16d is changed to a 'copying is not 
available' state (S7), thereafter performing copying. 
Copying is not performed when the flag 16d is in the 
'copying is not available' state. Copying is such that 
the exclusive data format 16 is copied based on the 
music data storage format (Figure 3B) for storage in 
the reproduction-only machine 11. Edition of the music 
data stored in the memory of the reproduction-only 
machine 11, such as deletion, etc., can also be 
performed. Further, in the case of the common key 
encryption, since it is 1:N association, the data can 
be copied to a different reproduction-only machine 11B. 
In that case, the flow of copying processes are similar 
to that of the common key encryption. Namely, in the 
case of performing copying to a different reproduction- 
only machine 11B (the terminal ID in the memory of the 
reproduction-only machine is different from the 
terminal ID of the header portion of the copied music 
data), a reproduction license should separately be 



Page 28 


Tokukai 2000-99010 


purchased by using a reproduction license purchase 
program 12c. Here, a copying record is managed by the 
digital copy only software, which record is notified to 
a center server 13 when the PC 12 accesses a network 
21 . 

[0025] The following will describe the flow of copying 
processes between a reproduction-only machine and a 
reproduction-only machine. The transmission method to 
be adopted here is decided in accordance with an 
encryption method. In the case where the digital copy 
level flag 16d shows the 'copying is available' state, 
the music data can be copied to the different 
reproduction-only machine 11B. The process for 
reproducing music data by the reproduction-only machine 
is the same as the one described above. 

[0026] The following will describe the flow of a 
reproduction license purchasing process with reference 
to Figures 4, 5 and 12. As described in the process 
for reproducing music data by the reproduction-only 
machine 11, music is not played when the terminal ID 
16a of the copied music data is different from the 
terminal ID of the reproduction-only machine 11. In 
that case, a reproduction license is issued by 
performing the reproduction license purchasing process, 
thereby realizing reproduction. The first step in the 
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process is to 

select 

the 

desired music data 

for 

purchase of a 

license 

by 

using the digital 

copy 


management program 12b of the terminal (PC) 12 (SI) . 
When a reproduction license purchase button on the 
screen is pressed (S2), a reproduction license purchase 
program 12c obtains access destination information from 
a provider ID 16b in the exclusive data format 16 (S3), 
and automatically connects the music distribution 
center server 13 (S4) , thereby performing a charge 
process (S5). After the connection is made, a 
reproduction license issuing program 13c of the music 
distribution connection center 13 creates only the 
header portion 16H of the exclusive data format 16 
(S6) , thereby downloading the created header portion 
16H to the terminal (PC) 12 (S7). After the 
downloading, using the reproduction license purchase 
program 12c, the header portion 16H of the exclusive 
data format 16 which was stored in the terminal 12 is 
replaced with the header portion 16H newly purchased as 
the reproduction license (S8), thereby completing the 
reproduction license purchasing process. 

[0027] Figures 13 and 14 respectively show arrangements 
of the music data sale-only machine 22. This sale-only 
machine is provided with the same functions as those of 
the program used in the home terminal (PC) 12. A 
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difference therein is that a music selection screen is 
not a WWW browser but an exclusive menu screen. 
Further, it is arranged that a purchase price is 
directly fed to a sales device, or a purchasing process 
is performed by credit-card payment. Namely, as shown 
in Figure 13, there are provided a menu display / 
search / purchasing process program 22a, a digital copy 
management program 22b, a reproduction license purchase 
program 22c, an available copy coupon reference program 
22d and an available copy coupon settlement program 
22e, and music data is received from the music 
distribution center server 13 via the network 21. 

[0028] When purchasing the copy coupons, payment is 
settled by credit card through a settlement server 18, 
or in cash, where the payment is put into a charge box 
31. Figure 14 shows a stand-alone type music data 
sale-only machine 22, which is provided with programs 
22a to 22e of Figure 13, and a music distribution 
center server program 22f as well. Moreover, the 
database 15 of music data is connected to the sale-only 
machine 22, which further includes components having 
the same functions as those of the music distribution 
center server 13 . Accordingly, copying music data to 
the reproduction-only machine 11, for example, can be 
performed by the sale-only machine 22 on its own. 
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[0029] Figure 15A shows an example of a sales record 
management table of a sales management database in the 
music distribution center server 13. For each contents 
ID, there is made a record of the number of purchases 
(copies) made by the sale-only machine, the number of 
purchases through the PC (Internet), the number of 
purchases between reproduction-only machines, a copy 
charge (unit price), and the like, together with a 
contents classification, title, and others. As shown 
in Figure 15B, there exist sales management tables of 
different sales forms, and the number of purchases is 
recorded per sale-only machine, per terminal (user), 
and per reproduction-only machine. 

[0030] Explanation has been made through a case in 
which transmission of music data or a header portion 
thereof between the music distribution center server 13 
and the digital copy only software of the PC 12, 
between the digital copy only software of the PC 12 
and the reproduction-only machine, and between the 
reproduction-only machines, respectively, is performed 
commonly with public key encryption or common key 
encryption. 

[0031] 

[Effect of the Invention] As discussed, according to 
the present invention, music data can be reproduced 
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only when the terminal ID of the reproduction-only 
machine and the terminal ID of the exclusive data 
format are identical. Further, in the case where these 
terminal IDs are not identical, a reproduction license 
has to be purchased. The purchase of the copy coupons 
enables secondary copying, and the number of copy 
coupons is subtracted per copy, thereby providing a 
method of distributing music via communications 
network, and a device and a program recording medium 
thereof, which are capable of making good use of 
characteristics of digital data, making unlimited 
copies, and ensuring user's convenience while 
protecting copyrights. 

[Brief Description of Drawings] 

[Figure 1] Figure 1 is a diagram showing a system 
configuration whereby a secondary use charge is levied 
before copying. 

[Figure 2] Figure 2 is a diagram showing a system 
configuration whereby a secondary use charge is levied 
after copying. 

[Figure 3] Figure 3A is a diagram showing an example of 
a structure of an exclusive data format, and Figure 3B 
is a diagram showing an example of memory contents of a 
reproduction-only machine. 

[Figure 4] Figure 4 is a diagram showing an example of 
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a functional arrangement of a music distribution center 
server 13. 

[Figure 5] is a diagram showing an example of a 
functional arrangement of a terminal 12 having digital 
copy only software installed therein. 

[Figure 6] Figure 6 is a diagram showing an example of 
a functional arrangement of a reproduction-only machine 
11 . 

[Figure 7] Figure 7 is a flow chart showing processing 
steps when purchasing copy coupons. 

[Figure 8] Figure 8 is a flow chart showing processing 
steps at the side of the terminal when purchasing music 
data. 

[Figure 9] Figure 9 is a flow chart showing processing 
steps at the side of the server when purchasing music 
data. 

[Figure 10] Figure 10 is a flow chart showing steps of 
copying music data to the reproduction-only machine. 
[Figure 11] Figure 11 is a flow chart showing steps of 
reproduction by the reproduction-only machine. 

[Figure 12] Figure 12 is a flow chart showing 
processing steps when purchasing a reproduction 
license. 

[Figure 13] Figure 13 is a diagram showing an example 
of a function arrangement of a music data sale-only 
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machine. 

[Figure 14] Figure 14 is a diagram showing an example 
of a function arrangement of a stand-alone type music 
data sale-only machine. 

[Figure 15] Figure 15 is a diagram showing an example 
of a sales record management table of the music 


distribution center server. 
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